











Don’t Sacrifice Security Based on a
Limited Budget

Many SMBs can't always afford a specialized
IT security staff member or the time and
resources to be taken away from business-
critical priorities.

Seek affordable and proven technology

e Try to avoid putting in piece-meal
technologies. With threats becoming
more integrated, SMBs should look for
solutions that stop multiple threat vectors

e Prioritize security based on business
needs. For instance, if a business is a
retailer doing a majority of its business
online, it is more important for them
to ensure their Web site is secure and
hacker-safe. Likewise, if the business is a
law firm or local bank, stopping theft of
sensitive data is more critical

e Install and routinely update desktop anti-
virus, using solutions that are proactive
in identifying and deleting known and
unknown viruses

e Subscribe to a managed security service
and add layers of protection based on
business priorities and budget

Networks are becoming

Increasingly Permeable

Securing employees’ use of the Internet,
extranets and intranets has never been so
important. In addition, there are an increasing
number of options for remote connectivity to
critical applications, making businesses more
vulnerable to unauthorized access.

e Remote users represent a major challenge
to protect; they frequently have low-
bandwidth connections, are often
inaccessible to network administrators and
may not have updated virus protection

e The potential for a virus infection exists
anytime an executable file or document is
transferred using FTP or users sharing files

e Internal threats (e.g., employees) are
reported to be among the top-root sources
of malicious activities

e Look for solutions that can provide
protection both against internal and
external threats across your network

E-Mail Security is a Threat, not just a Nuisance
One of biggest threats to SMBs is a virus that
arrives as part of an e-mail. Identify business-
specific rules that can be applied to e-mail entering
the network to help determine what is safe to
reach the end user or what could be a potential
threat. Also be wary of the type of outbound
messages sent. Those containing offensive
comments about race, gender or sexual orientation
can create legal liabilities. Sending an e-mail is like
mailing a postcard, many people can read it along
the way.

e Provide users with a company e-mail usage
policy

e Don't share e-mail addresses and don’t open
e-mails from unknown sources

e Don’t double-click attachments unless the user
knows what they are and do not open anything
with a double file extension (e.g., hello.txt.vbs)

e Implement free safe searching tools, such as
McAfee SiteAdvisor

e Ensure you have anti-spam measures in place

e SMBs can improve productivity and protect their
business by filtering and cleaning e-mails before
even they even reach the network, distract
employees and impact business

e Mitigate inappropriate content by automatically
adding a disclaimer message to all outgoing
e-mail

e Prevent inappropriate, unsolicited or hostile
messages and files through content filtering



McAfee

For more information on McAfee solutions
available for SMBs, please visit www.mcafee.com

Research Methodology

The research for the North American study was
conducted this year by MSI, questioning 500 IT
decision makers in organizations located in Canada
and the United States with between 2 and 1000
employees. The research for the European study
was conducted in 2007 by ICM Research with 600
IT decision makers in organizations of the same size
in the UK, France, Germany, The Netherlands, Italy
and Spain.

Detailed breakdowns are available on request.
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